These properties will be very useful in identification of malafide stego images lurking in our cyber space. All the images and tables used in this paper are generated using MATLAB ©Image Processing Tool Box.
INTRODUCTION
Digital image is made up of discrete picture elements known as pixels and the pixel information (Red, Green and Blue intensity levels) of every pixel is stored in fixed sized memory space corresponding to each pixel. The size of memory and the way the pixel information is stored depends upon the format of the image. For example in a 24 bit BMP image each pixel is stored as three 8 bits corresponding to the intensity levels of the three primary colors i.e. RGB values while other formats may use a entirely different model for storing the pixel information but all of them store the pixel information in the memory corresponding to each pixel. So for the sake of simplicity a 24 bit BMP Image is assumed for explaining Bit Plane Slicing. The digital image is explained elaborately in elaborately explained in section 2 of [1] .
Each pixel of a 24 bit BMP Image is stored in the three 8 bits corresponding to three colors. In other words pixel information consists of 8 bit RGB values corresponding to each and every pixel. So the entire image can be thought to be consisting of eight different images or planes corresponding to 8 different bit positions in the RGB value. Thus these 8 different bit-planes highlight the contribution of each of the eight different bit position of the RGB Value to the total image. In other words the entire single image can be sliced in to 8 images-planes corresponding to each bit of the RGB value and this process is called as Bit Plane Slicing. The bit plane image corresponding to the plane of the most significant bit (MSB) has the maximum contribution to the total image and forms the majority of the visually significant image data and therefore almost represents the total image. The bit-plane images corresponding to other lower bit positions contribute only the subtle details of the image. Whereas the bit-plane image corresponding to the LSB of the RGB value has the minimum contribution of only 1 out of total of 255 Intensity level to the total image. Thus LSB plane of the Image appears black (some variation in black shade can be seen if the image is highly enlarged) due to negligible contribution (of only 1 out of 255 intensity levels) to the total image and is insignificant from the image processing point of view. But this insignificant appearing LSB plane of the Image is highly useful in Steganographic techniques for hidding the secret information in the images. In fact the LSB Plane of the image has maximum concentration of the secret information in the image.
Steganography
Image based steganography is a dangerous technique of hiding secret messages in the image in such a way that no one apart from the sender and intended recipient suspects the existence of the message. It is based on invisible communication and this technique strives to hide the very presence of the message itself from the observer. As a result it has been used more frequently by various criminal and terrorist organizations than anybody else. [2] [3] [4] Various agencies even claim that 9/11 attacks have been masterminded and planned using image based steganography [5] . Image Steganography offers numerous advantages to the terrorists like Anonymity, Electronic Dead Dropping, Secure Broadcasting and above all very high Secrecy and Security (explained in detail in Section 5.2.1 of [1] ). Thus an innocent looking digital image on any Web Portal, Online Auction Site or even a Social Networking Site may be probably hiding a malicious and deadly terrorist plan or any other significant criminal Information. The Steganalysis is the technique of identifying such malicious Stego-images (original image which is used for hiding data is called the Cover-Image whereas the image obtained after inserting the Secret Information in it is called Stego Image) from the bulk of innocent images. Considering the voluminous bulk of images flowing every day through the Internet and amount of time and Computation Cost required for analyzing the Image the very first step of identifying an innocent looking Image as a Stego Image becomes the most challenging part of any Steganalysis procedure. It is because we do not have any foolproof method for crisply identifying a steganographic signature in the innocent looking stego-image. The basic of image based steganography is explained in detail in [1] .
Properties of stego-images (images containing information) depends upon the properties of those pixels in the stego-image which are storing the information-referred as Information Pixels. In other words the properties of stego-images become different from the innocent image (image without information) due to deformation produced in certain pixels of stego-image due to embedding of information in those pixels.
As a result every steganographic algorithms has a unique signature. As mentioned in [6] the most spatial domain steganographic algorithms can be broadly classified in to two types-Distributing Steganographic Algorithms and Concentrating Steganographic Algorithms. In other words all spatial domain steganographic algorithms either embeds the information in the Least Significant Bits of the pixel or changes the entire color code of the pixel by inserting information in more than 2 bits of the pixel. In former algorithms large number of pixels are required for inserting information because only one or two LSB is available from every pixel and hence known as Distributing Type while in the latter algorithm the entire information can be stored in very few pixels because large numbers of bits are available from every pixel for storing information and hence called as Concentrating Type.
Since the amount of change produced in the pixels by Concentrating Algorithms is very large so identification of stego images generated by Concentrating stego algorithms is relatively easier and occasionally can be even identified by the visual clues only. This can be clearly seen from the Fig 1 of [6] . At the same time the pixel aberration based analysis (explained in detail in [6] [7] [8] is easily capable of identifying stego images generated by Concentrating Stego Algorithms. But in case of Distributing Steganographic Algorithms the change brought in every pixel is very low and as a result their identification becomes a very challenging task. As a remedy a technique based on Multicolor LSB Transform was proposed in Section 2.2 of [6] for the identification of Distributing Stego Algorithms. In this paper the properties of these information pixels (present in Multicolor LSB Transform) are analyzed in detail. These properties can be very useful in determining suspicion value (a number associated with the image which is bigger for the images containing information and smaller for innocent images.) of any given image and were partially used in [9] to generate Distributing Suspicion Value Λ (M) for any Image M.
LSB Plane has Information
Since the LSB of the RGB values of the image hides the secret information so the pixels forming the LSB Plane of the Image either represent the hidden information or the LSB Component of the total Image. [1] [6] [9] In other words the image corresponding to the contribution of the LSB to the stego-image also contains the secret information. But the intensity levels for any of the R, G or B value of any image in LSB plane is at max 1 which is negligibly small when compared with total of 255 intensity levels. As a result the image in its LSB Plane appears black. So although the LSB Plane of the Stego-Image has maximum concentration of secret information but due to its dark black color we are unable to see the information in the image. As a remedy if the contrast of the LSB Plane of the image can be increased, then we can easily see the information stored in the image. A technique used here is that if any of the R, G or B value of the LSB Plane of the image is 1 then it is replaced by the intensity level of 255 whereas the intensity level of 0 is left unchanged. So the new image obtained has R, G or B value of every pixel as either 255 (if the corresponding true LSB value was 1) or else it remains 0. Therefore the modified LSB Plane of the image will appear multicolored and each pixel of this image will have one of the seven possible colors ranging from three primary colors (Red, Green and Blue), four other colors obtained by their combination i.e. Yellow (R+G), Magenta (R+B) and Cyan (B+G), White (R+G+B) and Black indicating absence of any of the three primary color components. In Figure 1 all these 6 colors (Excluding Black) are shown as a combination of 3 primary colors and also a section of Multicolored LSB Plane of some Image is shown. It can be clearly seen that any pixel of the Multi-Colored LSB plane has only one of those six colors or else it is black in color. Hence hereafter in this 
II. PRELIMINARIES AND DEFINITIONS
In order to analyze the properties of the information pixels we need to crisply and formally define certain concepts to be used in this analysis. These concepts are briefly summarized as definitions in this section. These preliminary concepts are derived from the concepts mentioned in [6] , [7] , [8] and [9] .
Definition 1 (Image)
Every digital image is collection of discrete picture elements or pixels. Let M be any digital image with N pixels. So any particular pixel of image M is represented as M(z) and z can be any value from 1 to N. This M(z) can be a gray level intensity of the pixel in gray scale image or RGB or YCbCr value of the pixel in a color 
Definition 4 (Neighborhood or Locality of Pixel)
If ℓ(M(z)) is said to be set of neighboring pixels of any pixel M(z) in image M. Then any n i ∈ ℓ(M(z)) will be such that d(n i , M(z) ) ≤ λ where d is a function which calculates distance (can be Euclidean, City-Block, Chess Board or any other type depending upon the steganographic algorithm) between its inputs (ie n i and M(z)) and λ is measurement of degree of neighbourhood and should be minimum (Generally equal to 1 pixel) but also depends upon the steganographic algorithm used. Mathematically this can be represented as: In [6] and [9] it was concluded that any statistically significant Component (at least more than 50 x 50 pixels) of Multicolored LSB Transform of an innocent image has nearly equal distribution of Red, Green and Blue Components. The Degree of Deviation in Multicolored LSB Transform of the image is a quantifier that measures the amount of deviation from equal distributions of the red, green and blue components in the image. This degree of deviation in Multicolored LSB Transform of the image M LSB is represented as (M LSB ). Algorithm for determining (M LSB ) is given in (6). (M LSB (z)) is determined by associating every pixel"s R,G and B value by a unique set of three different numbers i.e a unique triplet of numbers < W R , W G , W B > acting as RGB _Identifiers. These numbers are such that the sum of any two numbers is different from any of the three numbers or the sum of any other two numbers or the sum of all the three numbers (eg: < 1, 2, 5> or < 1, 2, 4 > (this triplet is used in chmod command of Unix based systems for directory r-w-x permissions and has similar purpose) but not < 1, 2, 3 > because 1+2 = 3). Since every pixel is made up of the combination of the R, G and B values so by RGB _Identifiers each pixel color can be uniquely identified by a unique number. In other words the Gödel Color Code for any pixel in Multi Colored LSB Transform of an image can be obtained using RGB _Identifiers by adding only those values of W R , W G , W B in the RGB _Identifier corresponding to which the RGB colors are present in the pixel. Mathematically this can be explained as: In [6] it was shown that any image"s Multicolored LSB Transform can be broadly classified as Fine Grained, Coarse Grained, Boulder Grained and Continuous Grained. This classification was based on the degree of difference of any particular pixel in the Multicolored LSB Transform of the image from the immediately neighboring pixels. The immediate neighbors of any pixel M LSB (z) is the set of neighboring pixels of M LSB (z) obtained using locality function ℓ(M LSB (z)) with λ = 1 and distance function d calculating the Chess Board Distance (Definition 4, (4) ). This degree of difference of any particular pixel in the Multicolored LSB Transform of the image from the immediately neighboring pixels is called Pixel Anomaly of the given pixel M LSB (z). Though logically the concept of Pixel Anomaly is similar to the concept of Pixel Aberration (Section 2.1 of [7] and Definition 7 in Section 2.2 of [6] ) but since the Multicolored LSB Transform of any image has only 7 possible colors where as any normal image can have 256 x 256 x 256 colors so the concept of Pixel Aberration (which is based on standard deviation) does not apply satisfactorily in the given case. A more specific method for determining the Pixel Anomaly in any Multicolored LSB Transform of the image is obtained using Pixel Difference function (Definition 8). The value of Pixel Anomaly for any particular pixel is said to be 1 if it is different from every other pixel in its immediate neighborhood where as its value is 0 when the given pixel is same (in color) as all its eight immediate neighboring pixels. Any value in between 1 and 0 indicates some of the pixels (the number of pixels depends on the magnitude of the value) in the neighborhood are different from the pixel concerned.
Thus 
III. ANALYSIS OF PIXELS IN LSB PLANES AND THEIR PROPERTIES
Multi-color LSB Planes of images can be classified as Fine Grained, Coarse Grained, Boulder Grained and Continuous Grained [6] . The same is shown in Figure 3 . In certain cases the fine grained pixels may get combined with Continuous or Boulder grained pixels in the same sample and such clusters are known as Complex Grained Clusters. The image suffers degradation in it because of embedding of information in them and thus certain pixels gets modified corresponding to information are known as information pixels. Such modified pixels have maximum concentration in the multicolor LSB Transforms of the Stego Image. Therefore in addition the information pixels although are fine grained but are separately considered as a separate category of Information Pixels. in Definition 12 and ratio of (M LSB ) to (M LSB ) is determined for Information Pixels and Innocent Pixels. In Table 1 these five parameters are calculated for multicolor LSB Transforms of Fine Grained Innocent Pixel Clusters. Whereas in Table 2 the same parameters are calculated for multicolor LSB Transforms of Information Pixels which are even though fine grained but still are different from Innocent Pixels. In Table 3 and Table 4 the same values are calculated for Continuous and Boulder Grained pixels respectively. In Table 5 the Complex grained Pixels are analyzed.
IV. Conclusion
From Table 1, Table 2, Table 3 , Table 4 and Table 5 it can be concluded that Information Pixels as well as the Continuous grained pixels have large value of deviation from equal distribution of Red, Green and Blue Components (R:G:B = 1:1:1). In other words the value of (M LSB ) for Information Pixels as well as the Continuous Grained Pixels is very high (Average is 0.86748 and 0.55194 respectively). The (M LSB ) of Innocent Fine Grained Pixel Clusters is very low (Average is 0.06702). Interestingly the (M LSB ) of Complex and Boulder Grained pixels may vary from very low to very high values. This is because the degree of deviation in boulder grained and complex components depends upon the constituent colors forming the boulder grained or Complex Grained Pixel cluster. For example the boulder grained image component in 4 th row of Table 4 is composed of colors Green and Magenta (which in turn is Red + Blue) causing almost equal distribution of Red, Green and Blue components in the image causing degree of deviation to be close to zero (0.0311) but it is not necessary that value will be close to zero for all boulder grained or Complex Grained pixel clusters.
In addition to high value of degree of deviation the continuous grained pixels always have high value of Zero Count (0.6538) but lower values of pixel anomaly (0.14018) and One Count (0.0036). Thus the value of the ratio of Zero Count to One Count / is higher (232.2941) in continuous grained components. The reason for this is that all the pixels in Continuous grained clusters are primarily composed of same colored pixels causing high values of zero count and lower values of One Count leading to reduction in pixel aberration Ω and hence are also biased towards any particular color causing higher deviation . This applies not just on Continuous grained pixels but also on Boulder grained pixels (on an average the ratio of Zero Count to One Count / is higher 109.2711 and Pixel Anomaly Ω is in between high and low around 0.35502) . But unlike continuous grained or Boulder Grained pixels the information pixels have higher values of Pixel Anomaly Ω (average is around 0.78136) and also the value of zero count is always zero (it was found to be absolutely zero for every other information pixel samples obtained from various stego algorithms including the information pixel samples of size 600 x 600 Pixels containing information pertaining to single characters like series of a…a, b…b, and even z…z) and has high values of one count (average is 0.2144) thus causing the value of / to be exactly 0. Thus from these 5 parameters the information pixels can be easily differentiated from the Continuous grained Pixels.
But even the innocent fine grained pixels may sometimes have zero value of zero count (1 st , 3 rd and 5 th entry of Table 1 ) and always has high values of Pixel Anomaly Ω (average is around 0.69366) but still they can be easily isolated from the information pixels by the significantly high value of the degree of deviation from R:G:B = 1:1:1 (average is around 0.86748).
The complex pixel clusters may contain information in their fine grained sections. As a result they must be isolated from the rest of the image and must be analyzed in detail. The complex grained pixels can be identified by their average values of the ratio of Zero Count to One Count / (on an average 2.5798) but it may vary from 1 to 15 (1  st and 3  rd entry of table 4 (Boulder Grained Pixels) may also be classified as Complex Grained ). Mathematically this is summarized in (13). 
